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Huawei Releases Cyber Security White Paper 
Details how to make cyber security part of a company's DNA; calls for common international cyber security standards
Seoul, Korea, 18 October 2013: Huawei today released a Cyber Security White Paper designed to inform ongoing discussions on how the global industry can address cyber security challenges. The white paper discusses how to make cyber security a part of a company’s DNA and calls for common international cyber security standards to be agreed upon and implemented globally. This is Huawei’s second white paper on cyber security. The launch of the white paper falls within the European Cyber Security Month, a European Union advocacy campaign to promote cyber security across the Union.
One year ago, Huawei published its first Cyber Security White Paper, confirming its intention and commitment to work with public and private sector stakeholders to jointly capitalize on the benefits of technology and globalization, while rationally and pragmatically addressing related challenges. Since then, there has been a significant shift globally towards greater cooperation on cyber security issues and more and more countries have adopted a pragmatic approach by adding security laws and regulations development to their agenda.

Huawei’s latest white paper provides much more detail into its end-to-end cyber security approach, including a more practical overview of the approach Huawei takes to the design, build and deployment of technology that involves cyber security considerations, including overarching strategy and governance structure, its day-to-day processes and standards, staff management, R&D, security verification, third-party supplier management, manufacturing, delivery and traceability.
“At Huawei, when we consider security, we do not just consider addressing yesterday's problems, or even the problems we experience today, rather, we focus equally on laying down the foundations for securing tomorrow's world, a world that is dramatically different to what it is today,” said John Suffolk, Global Cyber Security Officer of Huawei. 

“It is with an eye to the future that we recognise and embrace the need for international industry standards for cyber security.” 
As ICT becomes more central to our lives and business operations, cyber security challenges in this industry need to be addressed by the global community jointly. The publication of this new white paper is part of Huawei’s efforts to contribute to this increasingly important issue.
“Our most modest hope is that this white paper serves as a catalyst for broader, collaborative and rationally-informed public-private dialogue to meet common cyber security goals and objectives,” said John Suffolk.
John Suffolk speaking at the Seoul Conference on Cyberspace 2013 on Oct. 17
Speaking in a panel discussion at the Seoul Conference on Cyberspace 2013 yesterday, 
Mr. Suffolk shared his views on facing the threat and challenges of cyber security. He said: “It is time to press the reset button on the security challenge and ask ourselves if we wish the future to be different from the past, and indeed today, in what way will we work together to define and agree new norms of behaviour, new standards, new laws and create a new realism in the balance between privacy and security.”
“The problem with standards today is that they are not standard. The more that governments, enterprises and technology vendors can detail common standards, understand their purpose and the positive difference they make and commit to their effective adoption through buyers using their buying power, the more the world will begin to see a difference. This is not about solving every problem, but it is about having a common agreement about what problems we are trying to solve and how they should be solved.” 

“We recognise we still have much to do to continuously improve our approach. However, our commitment to openness and transparency drives everything we do and we believe the more people who review, consider, assess and question our policies and procedures, the greater the promotion and impact on our ability to deliver better quality products and services,” said Mr. Suffolk. 

Mr. Suffolk concluded his remarks by saying, “Huawei will continue to work with governments, customers and other stakeholders to meet their cyber security assurance requirements in an open, collaborative and transparent way.  We believe it is only by working together internationally, as vendors, customers and policy and law makers, will we make a substantial difference in addressing the global cyber security challenge.”

The Huawei Cyber Security White Paper (Oct. 2013) can be found at: http://www-back.huawei.com/pacen/connecting-the-dots/cyber-security/HW_310548?KeyTemps=.
-Ends-

About Huawei 

Huawei is a leading global information and communications technology (ICT) solutions provider. We are committed to creating maximum value for telecom operators, enterprises and consumers by providing competitive solutions and services. Our products and solutions have been deployed in over 140 countries, serving more than one third of the world’s population.

Huawei currently has over 7 300 staff based in Europe, of whom 790 are working in R&D. We run 14 R&D sites located in 8 European countries (Belgium, Finland, France, Germany, Ireland, Italy, Sweden and the UK) and operate numerous joint innovation centres in partnership with telecom and ICT partners.

Further information is available at: www.huawei.eu
Follow us on Twitter @HuaweiEU
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